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TOPICS

� Intelligent Field Sensors& Actuators

� Distributed Control Systems

� Safety Systems

� Computer Environment

� DCS configuration



Remote-off plant 

Plant Operator room 

Sensors

Sensors MonitoringActuatorsMonitoring Security Fire

TCP/IP  Network platform

Controllers
IO Cards



�Primary  elements  of automation system 

�Fitted to production process equipments  

�Wired /communicate to the DCS , IO cards –
networking 

�Chosen to meet process requirements 

�Play key role for measurement and controls

�Designed as harmony of electro-mechanic 



Pressure

Flow

Temperature

Position

Analytical

Vision

Color

pH-Orp-Gas-Conductivity, density, thickness, weight , 
purity....etc

Optical, camera based 

420...720nm  color spectra

Displacement, distance, 
angle,rpm, on/off, accelarator

Degree Celcius 

m3-ltr/min- t/h

Level %, pressure (bar)

L* = 0

L* = 100

-b*

+b* +a*
-a*

Electric V,A, Kw, kwh



analog front-end Analog/digital conversion



Physical

Chemical

Bio-chemical

Electrical

Radioactive

Where no chemical reaction take place, measurments are based on 
absorbance, refractive index,  conductivity, mass c hange,scattering...etc

In which a chemical reaction with partipication of the analyte gives
raise to the analythcal signal

In which a biochemical process is the source of ana lythcal signal. 
Typical examples are  microbial potentiometric sens ors, immunosensors.
So , they are called «biosensors» 

Voltammetric, potentiometric, bi-metal,  chemically  sensitized field-effect
transistor,  metaloxide semiconductor, piezo-electr ic ...etc

Based on radioactive particule absorption, such as beta, gama, 
X-Ray 

PT100-Temperature
Ph/Orb  sensor  



+24vdc
4-20mA

DCS IO Card

External Power

4-20mA

Active sensor

Passive  sensor



• Bitbus

• FIP

• P14
• P13/42

• Profibus-DP

• MVB • ZB10

• Spabus

• MIL 1553
• MB90

• Arcnet

• Sigma-i• DIN V 43322

• IsiBus

• MODBUS

• J-1850

• Master FB

• IEEE 1118 (Bitbus)

• LON

• Hart

• Sinec L1

• ProfiNet

• ISP

• FAIS

• ISA SP50

* • SERCOS• ControlNet

• ...

• Arinc 625 • Profibus-FMS

• Fieldbus Foundation

• Suconet

• DIN 66348 (Meßbus)

• VAN

• IEC 61158

• Partnerbus

• IHS

• Instabus

• EIB

• Interbus-S

• PDV

• Factor

• MAP

• Sinec H1
• LAC

• J-1708

• ASI • Profibus-PA

• A-bus

• Batibus

• CAN

• SDS• DeviceNet

• Ethernet

*
*

*

*

*

*

• WorldFIP

Which FieldBus  ?



https://polen.itu.edu.tr/bitstream/11527/496/1/3539 .pdf

hird wired (analog) sensors

intelligent sensors

Usefull link to read

Field 
Instruments

Gateway

DCS Non-
intelligent IO

Wireless Device 
Manager

PROCESS CONTROL 
NETWORK

PROCESS FIELD BUS



FIELD CABLING DCS TERMINATION

PT401
4-20ma/0-1 bar

DCS FRONT-END ELECTRONIC



Hart-enabled IO

� Digital FSK allows additional information to be carried
on the same pair of wires with the 4-20mA analog signal, 

SIMULTANEOUSLY-TRANSPARENTLY

� 35-40 data items are Standard in every HART 
device
� Device Information
� Basic Calibration Information
� Process Variables 
� Diagnostic Status Alerts



• PV: Mass Flow Rate

• SV: Totalizer 1

• TV: Density

• FV: Temperature

• Volume Flow

• Std. Volume Flow

• Target Flow

• Carrier Flow

• Calculated Density

• Totalizer 2 

Flowmeter

• PV: Percent Travel

• SV: Travel Setpoint

• TV: Temperature

• FV: Supply Pressure

• Status Bytes
RAM Fail

Pressure Sensor Fail

Temperature Sensor Fail

Position Sensor Fail

Read

Read

• Set Flow Units

• Reset Totalizers

• Set Zero & Full Scale Range

• Change K Factor

• Change Pipe Diameter

• Set Flow Direction

• Set “Low Flow Cutoff”

• Make Density Adjustments

Write

• Perform Diagnostic Tests

• Set Zero & Span

• Adjust For Mechanical Wear

• Adjust Valve Sensitivity
Write

Control Valve



SPECIALTY 
MATERIALS

AUTOMATION 
AND
CONTROL 
SOLUTIONS

TRANSPORTATION 
AND POWER 
SYSTEMS

AEROSPACE

Technology Company, Financially Strong and Global

�Solution for all your Automation Needs�Solution for all your Automation Needs

Cell LevelCell Level

EnterpriseEnterprise

InternetInternet

Field LevelField Level

PROCESS FIELD BUS

Peer-to-Peer



What is ProfiBus



i
Segment
coupler 1

DCSDCS

I/O modules (1-n)

Terminal block (PLC)
I/O module

n

1

Terminal block

Transmitter
power supply
Terminal block

Distribution
Panel

Junction box

sensor 1 ... n

PROFIBUS PA n

PROFIBUS PA 1

Segment
coupler n

PROFIBUS DP

4 . . 20 ma System PROFIBUS-PA

sensor 1 ... n

i

εx εx

Up to 126 device



Standardized electronic data sheets are used to per mit open, 
vendor- independent configuration PROFIBUS 

Configuration tool

PLC

PROFIBUS

A library with GSD files of PROFIBUS devices is ava ilable online at www.PROFIBUS.com 

� GSD-Files contain the
communication parameters

� EDD-files contain the 
application parameters



PROFIBUS-DP

Control system

Engineering 
Tool

PROFIBUS-PA

IEC 61158-2 (MBP_IS)I

Segment-
coupler/Link

transmitter

εx+

RS-485 or Fiber Optic

24V power



� is the open Industrial Ethernet standard 
from PROFIBUS International (PI)

� is based on Industrial Ethernet

�utilizes TCP/IP and IT-Standards

� is Real-Time Ethernet

�allows seamless integration of field bus 
systems 



Safety

Safety
Other field buses

Security

HMI

Motion Control
& Drives

HMI

Distributed
I/O

Proxy

Controller

Robotic
Proxy

Switching Wireless

Distributed
I/O

Sensors



PROFINET

PROFIBUS

PROFINET

Filling
On
Start
Stop

On
Stopped
Running

Ready
Lifestate

Labeling

On
Start
Stop

On
Stopped
Running

Ready
Lifestate

Packaging

On
Start
Stop

On
Stopped
Running

Ready
Lifestate

Cleaning

On
Start
Stop

On
Stopped
Running

Ready
Lifestate

PROFINET 
proxies

PROFINET 
proxies









PROFI = ƒ(sell price, fixed costs, variable costs)









HSE (High-speed Ethernet) 100 Mbit/sec 

H1 31.25 Kbit/sec 
DCS





- Electromechanical wheel brakes
- Redundant Engine Control Units
- Pedal simulator
- Fault-tolerant 2-voltage on-board power supply
- Diagnostic System

Bordnetz
ECU

Monitoring
und

Diagnose

Bremsen
ECU

4

redundantes
Bordnetz

 12V und 48V
ECU

ECU

ECU

c

ECU

Betätigungs-
einheit





Wireless Wellhead Monitoring

RTU2020
with 

Wireless 
I/O

FDAP

Master Well

Well #1
Well #2

Well #3



Electrical

Hydrolic

Pneumatic

Motors-valves

Pistons-valves

Pistons-valves



Motor-fix speed

Motor-variable speed 
/soft starter

Universal Motor starters
Star /Delta 

Frequency inverters-soft 
starters

Field Comm. Bus
(ProfiBus-FieldBus..etc)

Server

Controller

HMI

TCP/IP Network Media

Server



Field Comm. Bus
(ProfiBus-FieldBus..etc)

Controller

HMI

Servers

TCP/IP Network Media



Design  Criterias  based on 
plant  : 
�Safety
�Performance 
�Runnability 
�Flexibility 
�ROI (return of investment)  



What is  A DCS  ?

It is copy of  a human ?
Some «YES» , some «NO» 

YESNO



What is   «Distributed « Control
� Contol the different process  points/ area of the m anufacturing plant  , locating  

transmitters , actuators  and interface units w/pre -determined  control logics 
(algorithms) and computer media  

� Distributed Control System is most popular which is  specially designed with
single or redundancy and diagnostic capabilities to  improve control reliability 
and performance. It gives greater flexibility to co ntrol distributed discrete field 
devices and its operating stations

� Control of harmony   from beginning to end of the p rocess 



CONTROL ROOM#1 CONTROL ROOM#X

AREA#1 AREA#Y

Sensors-Actuators

DE Wireless DE Wireless

Sensors-Actuators

TASK DEDICATED SERVERS-DSA

IO CARD-CONTROLLER-DEVICE 
MANAGER  CABINETS





Associated PTZ Camera 
automatically turn to the 

preset alarm location

Automatic recording is started 
and includes the events 
before the alarm (pre-

recording)

Operator Clicks on alarm to 
access camera page

Operator Clicks on alarm to 
access camera page

A Gas leak alarm is 
triggered

A Gas leak alarm is 
triggered

Experion PKS Displays the 
Alarm

Alarm video displayed on 
dedicated station monitor

Process Monitoring Scenario



CCTV / DVMCCTV / DVMCCTV / DVMCCTV / DVM
Surveillance & AssessmentSurveillance & AssessmentSurveillance & AssessmentSurveillance & Assessment

Process / SecurityProcess / SecurityProcess / SecurityProcess / Security

AccountabilityAccountabilityAccountabilityAccountabilityBoundariesBoundariesBoundariesBoundariesExtended BoundariesExtended BoundariesExtended BoundariesExtended Boundaries

FIRE SAFETY SYSTEMSFIRE SAFETY SYSTEMSFIRE SAFETY SYSTEMSFIRE SAFETY SYSTEMS

Addressable Fire PanelsAddressable Fire PanelsAddressable Fire PanelsAddressable Fire Panels

MonitoringMonitoringMonitoringMonitoring SurveillanceSurveillanceSurveillanceSurveillance

Emergency Emergency Emergency Emergency 
ResponsivenessResponsivenessResponsivenessResponsiveness

PROCESS CONTROLPROCESS CONTROLPROCESS CONTROLPROCESS CONTROL
(Sharing Data)(Sharing Data)(Sharing Data)(Sharing Data)
- CCTV ImagesCCTV ImagesCCTV ImagesCCTV Images
- Muster ReportsMuster ReportsMuster ReportsMuster Reports
- Critical AlarmsCritical AlarmsCritical AlarmsCritical Alarms

- HRHRHRHR
- Finance CentersFinance CentersFinance CentersFinance Centers
- Compliance RegsCompliance RegsCompliance RegsCompliance Regs

3333rdrdrdrd PARTY DATABASESPARTY DATABASESPARTY DATABASESPARTY DATABASES

INTEGRATED ENTERPRISE-WIDE

SECURITY MANAGEMENT

Identity ManagementIdentity ManagementIdentity ManagementIdentity Management

LAN/WANCYBER SECURITYCYBER SECURITY

PLANT-WIDE  SECURITY  ARCHITECTURE 



• Emergency Communications 

• Public Address

• Voice Alarm

• Mass Notification

• Smoke & Heat Detection

• Speciality Sensors

• Gas Detection

• Flame Detection

• XLS Fire Detection System 

• Integration with DCS

• Video Smoke Detection

• Fire Suppression Systems

• Inert Gas

• Chemical Agents



Access Control

Radar Surveillance

Intrusion Detection

Digital Video

Industrial Security Devices



C300

Safety 
Manager ESD

Peer to 
Peer

Common 
HMI

Safety 
Manager F&G

Peer to 
Peer

Safety Manager 
Universal I/O

•What is Safety Manager?
- TÜV approved Safety System (SIL1, 2 and 3)

- Field of application: ESD, F&G, BMS, HIPPS, etc.

- Supports redundancy for high availability (Safety 
and Process)
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SINGLE /RED. SERVER 

Intel Xeon or AMD Processor, raid-5 
SATA hd, 3* 500GB, Memory  16...32 
GB ,
2*Gigabit NIC , 1GBit/sec, 
MS Windows 2008, SQL, OPC, 
Symantec, McAfee 

OEM   HW & SW  (DELL-HP-IBM-MS-ORACLE-VMWARE-McAfee ....)

BLADE SERVER

Up to  8  Intel Xeon or AMD Processor 
;Memory up to 512 GB ; 4*Gigabit 
NIC; PERC H200 Raid controllers
MSWindows 2008, SQL, OPC, 
Symantec, McAfee 

Network Switch

Up to 48 managable port, 
Gbit/s, Cisco is the most 
common preffered brand

HMI 

EBR-Back up/restore 
unit



AI

AO

DI DO

Purpose-Built IO’s
Multi-Purpose(Universal) IO

AI-AO-DI-DO moved to        one IO card

CONTROLLER-DEVICE MANAGER

UNIVERSAL IO CARDS
� AI-AO CARDS : 16 CH, 

16 BIT RESOLUTION 
it means  65236 point vs 4-
20mA , 0...1A /15 microA

� DI-DO CARDS 32 CH

FIELD INSTRUMENTSts

DE Wireless

DCS SUPPLER  ITSELF  



TCP/IP  FAULT TOLERANT ETHERNET

EBR
CONTROLLERS
FIREWALL

RED.SERVERS

NETWORK SWITCHES

HMI’S

REMOTE
IO CARDS

FIELD

192.211.40. XX

192.211.40. YY
FIREWALL-
ROUTER

MILL-WIDE NETWORK

168.411.40. XX

CLOUD

PHD SERVER E-SERVER SAFETY SYSTEMS QCS SERVER

MES SERVERBACK OFFICE

REMOTE ACCESS

DSA-DISTRIBUTED SERVER ARCHITECTURE 

CYBER SECURITYCYBER SECURITY





Applying Virtualization

• Hardware/OS

• Smaller number of 
Servers and operating 
systems.

• Server/Client 
Manageability

• A virtual machine can run 
on any server

• Application 
Interoperability

• Applications isolated

• Server/Client Agility

• Rapid deployment



• Platform Virtualization is the 
separation of the operating system 
from the hardware

• It places a thin software layer called 
the Hypervisor between the 
operating system and the hardware

• This Hypervisor presents a 
complete x86 platform to one or 
more operating systems - these 
are called Virtual Machines.

What is Platform Virtualization?



Architecture

Blade1 Virtualization Layer

 CPU’s, Memory, Disks and NICs - x86 Architecture

Blade Infrastructure

VM

PB

Oper.system

WCR

Oper.system

VM VM

EBR

Oper.system

SEP

Oper.system

VM

CHE

Oper.system

VM VM

Oper.system

Blade2 Virtualization Layer Blade3 Virtualization Layer

Vmware Infrastructure Layer With High Availability and Load Balancing

Blade4 Virtualization Layer

VM

ORA

Oper.system

PHD

Oper.system

VM



Virtualization Touch Points



Virtual Infrastructure

Interconnect
Pool

CPU
Pool

Memory
Pool

Storage
Pool

USERS

• Desktop (s) run on Server

• Operators use “dumb clients”

• Low-cost

• No hard drives, etc.

• Single or multiple Monitor







Enterprise 
Control

Enterprise 
Control

Plant ControlPlant Control

(Production, 
Quality, …)

Cell Controller

(Supervisory Control)

Machine Controller

(Automatic Control)

Device Control

(Sensors/Actuators)
Level 0

Level 1

Level 2

Level 3

Level 4

Industrial Automation

(Shop Floor)

Business Information

(Business Office)

PROCESS



Starting initiatives 
• Understanding of the process, work closely with design engineer of process vendor

• Understand design intent, including steady-state flows, desired recoveries, 
conversions, etc.

• Gain insight on potential process disturbances

• Define key control objectives
• Specify instrumentation placement
• Instrumentation selection
• Decouple interactions as much as possible
• Control valve placement, piping layouts

• Safety considerations, interlocks, sequences, group starts, emergency stops
• Remember: always think about process control from the perspective of Chemical 
Engineering fundamentals

• Understand your process, as well as your control objectives
• What needs to be controlled?  Which variables effect each other (and how)?  

Where does variability hurt you most?  Etc.

•Remember there’s a dynamic component

•Think about control early in design phase.



Implementing the Control Strategy
Once the control strategy framework has been laid out, then you get into the 
“nuts and bolts” of configuration.

� Documentation

� Resource chedule 

� Determining Control loop  models (Multivariable –Supervisory-Feedforward -Fuzzy Logic-Neural 

networks, group starts, emergency shutdown....etc )

� Computer and peripherals

� HMI (operator) Displays

� Physical installation

� Cold and  process run tests

� Start up 





Position Description Manufacturer / Type Additional information

Location

HV1-

2858 BALL VALVE R1/2"

FIELD, TS AISI 316

GSV1-

2858

DIRECTIONAL CONTROL 

VALVE NUMATICS 1/2", 5/2, 1-coil, ISO 3

FIELD, TS 134BA4004044Q61 24 VDC, 2,7 W

GSV1.1-

2858 PLUG-IN CONNECTOR NUMATICS

Wide plug, led, vdr, 24 VDC, 

Pg 11

FIELD, TS MPM-182-11-TC421

FDV1-

2858 QUICK RELEASE VALVE NUMATICS R 1/2"

FIELD, TS SEV50C

FCV1-

2858

FLOW CONTROL VALVE, 

SILENCER NUMATICS R 1/2"



Position Loop name Type of Scaling Status

Nr. signal of analog of binary

Signal tag - Signal name signal signal

number

MACHINE CONTROLS

PRE-DRYER GROUP

2858 WEB CUTTING DEVICE

HS1.1-2858 - PUSH BUTTON, CONTROL, WEB CUT, OFF-CUT BI 1 = CUT, 0 = NO CONTROL

GSV1.14-

2858 - DIRECTIONAL VALVE, WEB CUT TS, ON BO 1 = ON, 0 = NO CONTROL

GSV2.14-

2858 - DIRECTIONAL VALVE, WEB CUT DS, ON BO 1 = ON, 0 = NO CONTROL

SIZER

2901 HYDRAULIC UNIT

GS1-2901 - LIMIT SWITCH, PRESS. PUMP 1 SUCT. VALVE,  OPEN BI 1 = OPEN, 0 = NO CONTROL

GS2-2901 - LIMIT SWITCH, PRESS. PUMP 2 SUCT. VALVE,  OPEN BI 1 = OPEN, 0 = NO CONTROL

GS3-2901 - LIMIT SWITCH, COOL.  PUMP SUCT. VALVE,  OPEN BI 1 = OPEN, 0 = NO CONTROL

LT1-2901 - OIL LEVEL TRANSMITTER, OIL LEVEL AI

0…900 mm = 

4…20 mA

TT1-2901

- OIL TEMPERATURE TRANSMITTER, OIL 

TEMPERATURE AI

0…100 ºC = 

4…20 mA

PT1-2901 - PRESSURE TRANSMITTER, OIL SUPPLY PRESSURE AI

0…160 bar = 

4…20 mA



LOGIC DESCRIPTIONS



LOGIC DIAGRAMS





















QUESTIONS  ?

THANK YOU TAKING YOUR TIME TO ATTEND ! 


